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Date:  March 27, 2023  

From:  Rao Wandawasi, Director, Audit Services 

To:  Mark Goldberg, Chief Information Officer & V.P, Business Technology  

 Marie-Noëlle Savoie, Chief Compliance Officer & V.P, Legal, Compliance, Security 

RE:  PLAYER INFORMATION PRIVACY  

I. Introduction 

In accordance with the Audit Plan presented to the Audit Committee, Audit Services conducted 
an audit of BCLC’s Player Information Privacy environment. The audit report is presented for 
information and discussion. For the issues identified in the report, an “agreed upon action plan” 
is developed in collaboration with management. These action plans are tracked by the Audit 
Services team for timely implementation. Any delays or non-execution of the action plan is 
compiled and presented to the Audit Committee. 

II. Objective and Scope of Audit 

The objective of this audit was to validate aspects of BCLC’s Player Personal Information (PPI) 
landscape, as well as the corresponding technology services used to enable the collection, usage, 
storage, and destruction of PPI. Additionally, the effectiveness and efficiency of the control 
environment was reviewed.  

The scope of this engagement includes PPI at BCLC, and not at Casino Service Providers and 
third-party vendors. The cyber component of this engagement focused on three systems: 

 
 Details of the systems are listed in Appendix 1.  

Areas subject to Audit Services review include, but were not limited to, the following: 

• Control Testing: Determine the effectiveness and consistent use of controls specific to PPI 
and privacy. 

• Access & Escalation Process: Verify the overall privileged system access process regarding 
PPI and privacy; additionally, determine staff knowledge and reasonableness of the incident 
escalation process. 

• Privacy Framework: Validate PPI collection, storage, use, and disposal; additionally, map 
system controls and touch points. 

• Regulations: List all pertinent regulatory requirements pertaining to PPI and privacy, and 
test BCLC’s overall compliance. 

• Training: Test the enterprise’s training effectiveness, frequency, and completeness with 
regards to PPI and privacy; additionally, determine the reasonableness of training compared 
to the level of access. 

• Futureproofing: Identify BCLC’s nimbleness in adapting to changing expectations and 
environment; assess the enterprise’s future vision and the preparedness, ability, resolve, and 
action undertaken today to deliver on this vision. 
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IV. Details of Key Issues 
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2. Streamlining of Information Security Practices 

Observations: 

A mature information security program typically includes the following: 

• Defined set of policies (rules to adhere by) 

• Processes and procedures to aid in actioning 
the policies, which are driven by standards 
and guidelines 

• Responsibility assigned to a role within the 
organization for actioning on PPI  

• Accountability assigned at the management 
level for the effective functioning of the 
overall program 

• Structured process to purge old information per established guidelines, thereby ensuring 
nothing is retained beyond policy-specified period 

Audit Services reviewed the information security program (and PPI) and noted the following: 
 

A. Policies, Standards, Processes, and Guidelines 

BCLC has created the following enterprise-level policies and procedures, specific to 
information security and PPI:  

• Privacy Management Policy  

• Privacy Breach Policy 

• Enterprise Incident Response Plan 

• Records Management Policy 

• Records Destruction Procedures 

In reviewing the above policies and procedures, Audit Services noted the following: 
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Source: University of Queensland Information Governance and Management Framework 

 
Specific to roles, responsibilities, and accountabilities within BCLC’s information management 
ecosystem, the following was noted: 

• PPI Inventory Ownership: In July 2021, Audit Services developed a flowchart displaying PPI 
attributes collected, stored, and transferred across major systems and applications. The 
business relies on this information flowchart and PPI attributes to manage information 
privacy. However, no owner is tasked to update and maintain this flowchart.  

• Responsibility & Accountability:  

  

Impact: 

 
 

All of the above will ultimately affect the organization’s reputation and trust. 
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Agreed Upon Action Plan: 

 
B. Clarity in Roles, Responsibilities, and Accountabilities 

• An owner will be identified and tasked with the responsibility to update the PPI process 
flowchart deliverable on a regular basis, and continued ownership of the document. 
Using the PPI process flowchart deliverable as a reference, will assign information 
owners for each critical system. Personnel responsible (or accountable) for the different 
activities will be listed.  

Responsible Person: 

A. i. Mark Goldberg, Chief Information Officer & V.P, Business Technology 
  (with support and inputs from Dan Beebe, Chief Operating Officer) 

 ii. Marie-Noëlle Savoie, Chief Compliance Officer & V.P. Legal, Compliance, Security 

B.   Marie-Noëlle Savoie, Chief Compliance Officer & V.P. Legal, Compliance, Security 
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Responsible Person: 

Sarah Marshall, Director, Information Governance 
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BCLC Employees, although not at 100%, have a much higher rate of completion of 97%. 

• Privileged User Training: The standard training offering satisfies general requirements, 
but more advanced training courses should be available and made mandatory to those 
who have escalated privileges regarding PPI. 

Impact: 

 
 

There is sufficient evidence based on recent external, third-party incidents in other 
organizations that a privacy breach can occur and expose the organization through the 
mishandling of information by a contractor.  

Finally, the entire operating model is based on the fundamental principle of “trust”. Therefore, 
any mishandling or exposure of personal information can impact the very core of our 
operations.  

Agreed Upon Action Plan: 

A. Will explore an automated alerts function to monitor  posting. 
Additionally, will periodically remind/inform existing and new employees and contractors 
about  Periodic 
reminders will be shared via HUB on this topic.  

B.  
 

 Advanced courses will be explored and developed if 
required, for privileged users who access and handle PPI.  

Responsible Person: 

A.  Mark Goldberg, Chief Information Officer and V.P., Business Technology 
 Sarah Marshall, Director, Information Governance 
 
B.  Sarah Marshall, Director, Information Governance 
 Mark Lane, Director, Cyber Security 
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APPENDIX 2 

Key Terms Defined and Explained  

Player Personal Information (PPI) 

Information that can be tied to an individual person, which must be protected and used in a 
manner that protects the individual’s rights to privacy. Information includes data; but data doesn’t 
necessarily include information. 

Information Security 

Controls focused on how information is protected from the many external and internal threats that 
exist and can mitigate inadvertent misuse. However, just implementing these measures alone 
without sufficient information privacy protocols does not fully address information theft or 
concerns around misuse.  

Information Privacy 

Controls involving the managing of PPI of partners, employees, and all other stakeholders 
interacting with the organization in a manner that supports its intended purpose. It is a sub-set of 
information security concerned with the proper handling of data.  

Information Breach (i.e., Hack, Cyber Incident) 

An incident involving the unauthorized or illegal viewing, access, or retrieval of information. It is 
an act designed to steal or publish information for an unsecured or illegal location. This scenario is 
also known as a “data spill” or a “data leak”.  

Privileged User 

A user who is authorized (and therefore trusted) to perform higher security-relevant functions with 
increased administrative permissions. 
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