2017/18 FINTRAC Examination Findings Overview

The Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) acknowledged
that BCLC has made “significant progress in improving its [Anti-Money Laundering (AML)]
program over the years, and continues to enhance its maturity and effectiveness,” as part of its
last periodic examination.

The examination — the scope of which was from March 1, 2017 to February 28, 2018 — is
designed to assess the effectiveness of BCLC’s AML program in managing money-laundering
and terrorist-financing risks, and compliance with legislative requirements. While FINTRAC
acknowledged BCLC'’s progress, it did make some findings regarding BCLC’s record-keeping
and reporting obligations.

By April 1, 2019, BCLC addressed each of FINTRAC’s observations and findings, summarized
below:

e Suspicious Transaction Reports (STRs) — BCLC submitted 752 STRs during the period
examined. In three instances, FINTRAC found that BCLC did consider all relevant factors
but disagreed with BCLC'’s assessment that the transactions did not rise to the statutory
standard for suspicion. It found that BCLC should have concluded the circumstances were
suspicious and submitted reports. Specifically, FINTRAC provided new advice/guidance to
BCLC that an STR is required in every instance where a customer is the subject of two or
more previous STRs; a customer is mentioned in a BCLC document related to another
individual suspected of criminal activity; or a customer is the subject of a request for
information by RCMP. BCLC has since filed STRs for all three instances, and has
incorporated the new guidance from FINTRAC into its policy.

e Large Cash Transaction Reports (LCTs) — During the period examined, BCLC submitted
32,815 LCT reports to FINTRAC, which reviewed a sample of 9,970. FINTRAC found that in
814 (8%) of instances it considered the “occupation” field to be lacking sufficient detail, in
that the secondary information for “employer/company name” was not included along with
the occupation information. For example, where “CEQO” is the occupation, FINTRAC stated
that the LCT must also include the company name. FINTRAC examinations in 2014 and
2016 cited no deficiencies in recording and reporting of customer occupations, and BCLC
has not changed any procedures related to the recording and reporting of customer
occupations since the 2014 and 2016 examinations, nor have the legislative requirements
changed in this regard. BCLC has implemented new processes and automated systems to
ensure compliance with this new guidance from FINTRAC.
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¢ Casino Disbursement Reports (CDRs) — For the period examined, BCLC submitted
82,919 CDRs to FINTRAC, which reviewed a sample of 9,998. FINTRAC found that in 510
(5%) of instances it considered the “occupation” field to be lacking sufficient detail, similar to
the example above. The solution that BCLC implemented for the “occupation” field of LCTs
noted above will also address it for CDRs. FINTRAC also cited two CDRs (of 454 reviewed)
within PlayNow.com that BCLC did not report. BCLC has since submitted the CDRs and
implemented further process checks to ensure future compliance.

o Compliance Policies and Procedures — FINTRAC found that BCLC policy did not
sufficiently document which policies and procedures comprise the legislatively prescribed
Enhanced Due Diligence (EDD) measures and that the EDD measures taken for high-risk
customers were not set out in sufficient detail. BCLC has rewritten its policy in this area to
address this finding.

FINTRAC also reviewed BCLC’s online gaming accounts opened between June 17, 2017 and
February 28, 2018. In several accounts it was found that players had used a mailing address
(i.e. PO Box) that did not disclose their physical location, as this was the address that was
matched against the credit file to ascertain identification.

FINTRAC provided BCLC with two observations related to the need to record the physical
addresses for these accounts, as well as training to ensure consistent understanding on the part
of service providers of enhanced Source of Funds requirements implemented in January 2018.

BCLC is committed to working with our partners to safeguard B.C. casinos from the ever-
evolving risk of criminal activity. In addition to FINTRAC’s examinations, BCLC engages
independent, nationally recognized accounting firms to conduct reviews of its AML program
every two years. These reports are available on bclc.com.

Scroll down to read FINTRAC’s Compliance Examination Findings and BCLC’s Action
Plan Response.
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# _ Finding/Observation Details Finding/Observation | BCLC Response Status Accountable
Party
1 PCMLTF BCLC to submit STRs to FINTRAC when there are Finding BCLC has reviewed the three noted STR exceptions and, based on the Complete AML Unit

Regulations Act 7 -
Reporting STRs

reasonable grounds to suspect that a transaction is
related to the commission or the attempted
commission of a money laundering and/or terrorist
financing offence

3 instances of STRs not filed:

Production Orders - BCLC should have a formal
process in place to assess its business relationships for
potential suspicious transactions

Reasonable Grounds to Suspect - BCLC should submit
STRs when there are reasonable grounds to suspect
the transaction is related to the commission or
attempted commission of a money laundering offence

Patron Gaming Funds Account - BCLC to submit STR
s 15(1)

BCLC to submit all unreported transactions to
FINTRAC identified in the report

BCLC to conduct a review of its transactions outside of
the examination period and submit to FINTRAC all
reportable transactions that were not submitted.

recommendations of the Fintrac audit team, has now filed STR's for all three
instances, including all other relevant materials or incidents associated to each
player.

Furthermore BCLC is reviewing alls 15(1) filess 15(1)

. This will ensure that in all instances where patron
activity is found to be similar to the exceptions noted in this review, these files will
be re-examined to ensure consistency in reporting where there is reasonable
grounds to suspect a transaction is related to the commission or attempted
commission of a money-laundering and/or a terrorist financing offence. Where
requireds 15(1) to ensure that the appropriate
level of monitoring is implemented to meet BCLC's regulatory obligations and
mitigate risk to BCLC and its service providers.

BCLC will create, document and implement a formal process tos 15(1)

BCLC has updated and implemented new procedures to its current due
diligence/review process to analyzes 15(1)

UFT files are retained and fully documented
to illustrate the due diligence and reasons for each decision and any further
monitoring requirements to be considered.

privacy, safety and corporate security

Some information has been removed in the interests of
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PCMLTF BCLC to identify and report transactions with Finding BCLC is currentlys 15(1) Complete AML Unit
Regulations complete and accurate information and timely report to incorporate thes 15(1) information into
40(1)(a) - submissions the "occupation" tab when reporting Large Cash Transaction to FINTRAC.
Reporting Large
Cash Transactions 8% of occupations of the conductor was inadequate BCLC requiress 15(1) information for alls 15(1) patrons which is
as it was not sufficiently detaileds 15(1) documented in thes 15(1) The proposed software changes will link the
s 15(1) field to the Occupation field which, when extracted by FINTRAC
for LCTR reporting, will ensure descriptive occupation details are submitted in
every instance. The changes will align with Fintrac's software schematics of a
maximum of 40 allowable characters in the occupation field. Anything beyond the
BCLC to ensure additional information on occupation maximum allowable number of characters will be truncated.
s 15(1) to be included when submitting
information to FINTRAC The update to BCLC's reporting system to enhance the occupation field will require
production work to be completed by the vendor. The time frame for completion
and implementation of the software changes is anticipated to take place by April 1,
2019.
PCMLTF BCLC to identify and report transactions with Finding BCLC s currentlys 15(1) Complete AML Unit

Regulations 42(1) -
Reporting Large
Cash
Disbursements

complete and accurate information and timely report
submissions

5% of occupations of the conductor was inadequate
as it was not sufficiently detaileds 15(1)

BCLC to ensure additional information on occupation
s 15(1) to be included when submitting
information to FINTRAC

to incorporate theg 15(1) information into
the "occupation" tab when reporting Casino Disbursements to FINTRAC.

information for als 15(1)  patrons which is
The proposed s 15(1)

which, when extracted by FINTRAC
for CDR reporting, will ensure descriptive occupation details are submitted in every
instance. The changes will align with Fintrac's software schematics of a maximum
of 30 allowable characters in the occupation field. Anything beyond the maximum
allowable number of characters will be truncated.

BCLC requiress 15(1)
documented in thes 15(1)

The update to BCLC's reporting system to enhance the occupation field will require
s 15(1)




PCMLTF
Regulations
71(1)(b) -
Compliance
Program Policy and
Procedures For
Entity

BCLC to enhance policies and procedures documents
in relation to enhanced due diligence requirements

BCLC to maintain a record of the measures taken for
ongoing monitoring including: the procedures that are
in place to perform periodic ongoing monitoring; the
procedures that are in place to perform the enhanced
measures fors 15(1) clients; the information that is
gathered as a result of the ongoing monitoring; and
the information that is gathered as a result of the
enhanced measures fors 15(1) clients

EDD to be conducted on alls 15(1) patrons including
SID's that were missed from previous review s 15(1)

Enhance EDD review to ensures 15(1)

that explains the information reviewed, the impact
they have on the patron's risk level and how the
conclusion was determined.

Finding

BCLC has responded to the recommendations/guidance provided by Fintrac
auditors and has updated its patron screening processes to ensure more fulsome
and robust enhanced due diligence is conducted in each and every instance. These
changes include ensurings 15(1)

. Thes 15(1) reviews will be
completed s and embedded in thes 15(1) in BCLC's case
management systems 15(1) to ensure all pertinent information is documented and
available for future audits.

BCLC has also implemented an escalation process which will ensure effective
patron tracking in instances where the BCLC AML unit member conducting the
review feels that more information is required to complete the patron assessment.
These changes will ensure that the patron's risk level is accurately determined and
the appropriate action is taken in a timely manner. BCLC will also ensure the policy
and procedures for the Enhanced Due Diligence (EDD) program are updated
immediately to reflect the updated process.

BCLC has completed a full assessment of the***® patrons identified by Fintrac
compliance officers that were overlooked by BCLC AML Unit in the previous due
diligence review period. The assessment has confirmed that the patron's current
s 15(1) status is reflective of the information collected in relation to their
confirmeds 15(1)

BCLC has further created and implemented a review schedule to ensure that all
patrons subject of enhanced due diligence reviews will have ang 15(1)

completed on a priority basis. Thes 15(1) will be
retained and form part of the patron'ss 15(1)

Complete

AML Unit




Policies and
Procedures -
Online Gaming
Accounts

Mailing address provided of patrons for online
accounts and not physical addresses - in cases where
the client resides in an area where there is no civic
address, a description of all information or features
that may be useful to locate the physical location of
the person is required

BCLC to update policies and procedures to ensure that
the account opening process for online gaming
accounts meets both the record keeping and the
identification requirements.

BCLC required to implement the procedures to ensure
that all online gaming accounts opened where
transactions have been conducted contain a physical
address recorded on file

Observation

BCLC's PlayNow Operations team will be implementing the following action plan to
ensure the collection of physical addresses for all patron/player PlayNow.com
accounts:

Step 1: Implement messaging on BCLC's PlayNow.com registration pages stating
that new registrants are required to enter a physical address and that post office
box addresses are not accepted. — Implemented first week of December 2018 -
COMPLETE

Step 2: Implement PO Box blocking on BCLC's PlayNow.com registration address
field. The address fields will be updated to identify PO Box entries and new
registrants will not be able to complete the registration process with a PO box as an
address. — Implemented in production January 15, 2019 — COMPLETE

Step 3: Active players who have already completed PlayNow.com registration and
have a Post Office box on record will receive account messaging and/or email
communications requesting that they update their address with a physical address
within their PlayNow account settings. — Implementing communication plan by
March 1, 2019. - COMPLETE

Complete

Egaming Unit




Training - Risk
Mitigation - Source
of Funds

50% of staff state that receipts not always required
for bank drafts and exceptions can be made

Manager decides whether they would allow a deposit
without the name or receipt of the patron

If a patron had a PGF account before the SOF
declaration was implemented, they do not need to
bring in a receipt

Allowance for bank drafts that do not include the
patron's name to be deposited into the PGF account if
they have no receipt

Casino staff unintentionally assisting patrons in
structuring below the $10,000 threshold to avoid the
SOF Directive

Casino staff have an inconsistent understanding of the
process related to BCLC SOF requirements

Observation

BCLC will further update and enforce the source of funds process that is currently
in place to ensure that all patrons abide by BCLC's policy s 15(1)

BCLC has contracted s 15(1)

to ensure strict compliance by Service Providers in all instances for Fintrac
reporting purposes. These reviews will continue into 2019 with a goal to achieve
100% compliance by all Service Providers.

The BCLC AML unit will continue withs 15(1)

ensuring compliance with the
required Reasonable Measures forms, Source of Funds forms, and receipting
requirement.

BCLC will continue to develop AML training programs for all Service Provider staff
to ensure a consistent application of transaction reporting requirements, AML
indicators, and enforcement of all BCLC Policy and Directives.

BCLC will continue to work with Federal and Provincial Regulators, Law
Enforcement partners and other stakeholders to develop an efficient and effective
process to deter and detect criminal activities in BC Casinos, including the use of
bank drafts and other cash alternative programs.

Complete

AML Unit
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